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Laws Relevant to Intellectual Freedom

First Amendment to the U.S. Constitution
Congress shall make no law respecting an establishment of religion, or prohibiting the free exercise thereof; or abridging the freedom of speech, or of the press; of the right of the people to peaceably assemble, and to petition the Government for a redress of grievances.

New York State Statute § 4509. Library Records [Confidentiality]

Library records, which contain names or other personally identifying details regarding the users of public, free association, school, college and university libraries and library systems of this state, including but not limited to the circulation of library materials, computer database searches, interlibrary loan transactions, reference queries, requests for photocopies of library materials, films or records, shall be confidential and shall not be disclosed except that such records may be disclosed to the extent necessary for the proper operation of such library and shall be disclosed upon request or consent of the user or pursuant to subpoena, court order or where otherwise required by statute.

Freedom of Information Act (FOIA)

The Freedom of Information Act (FOIA) gives any person the right to request access to federal agency records or information. All agencies of the United States government are required to disclose records upon receiving a written request for them, except for those records that are protected from disclosure by the FOIA.  For example: receiving requests for records of patron/staff complaints about computer use.

“Public records” typically are defined to include documents made, received, or maintained by a public body. 

An Internet-related complaint to a library likely will be covered under an open records act if either (a) it is a written complaint submitted to a library, or (b) the library keeps a written record of the complaint.

All open records statutes contain a variety of exemptions that may allow libraries to withhold some of the requested information. As a general matter, however, it will be difficult for a library to avoid producing any information on Internet complaints, if such complaints have indeed been made. 

Most states have a “redaction” or “segregation” rule that requires a responding agency to produce separate portions of otherwise exempt material. Thus, even if a patron complaint is deemed “confidential” because it reveals the names and practices of library patrons, the library likely will have to disclose the complaint with the names redacted.

For the entire text of the Freedom of Information Act, go to:

http://www.epic.org/open_gov/foia/us_foia_act.html
Children’s Internet Protection Act (CIPA)

The Children’s Internet Protection Act (CIPA) requires libraries and schools to install filters on all of their Internet computers, including staff terminals, to retain federal funding and discounts for computers and computer access, such as E-rate or LSTA funds.

The statute and regulations require only that certifying libraries use a "technology protection measure" that "protects against access" to Internet materials that are obscene, child pornography, and, during use by minors under 17-years-old, "harmful to minors." 

From: http://www.ala.org/ala/washoff/WOissues/civilliberties/cipaweb/adviceresources/Legal.htm
The requirements do not specify what constitutes “technology protection measures,” so this gives libraries some leeway in selecting filtering processes or software.

On June 23, 2003, the U.S. Supreme Court reversed the lower court decision.  The Supreme Court ruled that the “First Amendment does not prohibit Congress from forcing public libraries - as a condition of receiving federal funding - to use software filters to control what patrons and staff access online via library computers.”

From: http://www.ala.org/ala/pressreleasesbucket/pressreleases2003jul/cipadecision.htm
The law is constitutional only if the mandated filters can be readily disabled upon the request of adult library users.  (Minors are defined as those under 17 years of age.)

Patrons over 17 can request that the filters be turned off completely while they are using the Internet without giving the reason for this request.  They are encouraged to do so.

If this law applies to your library, inform the public that you are required to filter because you receive public funds in order to provide Internet access.  Let patrons know that they can request that sites be unblocked if they have been blocked inappropriately.  NOTE: Filtering software is inherently flawed and does not necessarily provide protection against inappropriate or offensive material.  For help negotiating the Internet, encourage patrons to ask the librarian for help.

The FBI in Your Library
by Diane Berry, Automation Consultant, Mid-York Library System

The June 2002 American Library Association conference provided opportunities to find out about the impact of the revised FBI guidelines and the Patriot Act on libraries.  Following are notes from various sessions.  The law—local, state and federal—must still have a legal piece of paper to compel disclosure of records.  Federal authorities now need only a search warrant, not a subpoena.

A search warrant can be executed immediately, unlike a subpoena, which allows a period of time to contest; however, you may ask to consult with legal counsel and ask to have them present.  Here are some important changes due to the Patriot Act and the United States Attorney General’s revised FBI guidelines: 

1) Federal authorities no longer need probable cause to get a warrant or subpoena. 

2) You cannot inform the subject of the investigation or anyone else (other than your legal counsel and Board) of the existence of a warrant. 

3) The FBI is authorized to visit any place and attend any event that is open to the public. This was not explicit in previous guidelines—previously they had to demonstrate probable cause to monitor public places such as religious buildings or libraries. 

These new FBI powers threaten the confidentiality of our customers’ records and the privacy of library users. It’s a lot easier for the FBI, for no reason, to get your customer records. They may enter your library at any time, without identifying themselves, and monitor the activities of library users. 

What to do? 

Don’t keep any records that you don’t have to. If the FBI or any other law enforcement officer demands records or equipment (yes, they may want all your computers):

1) Comply with lawful orders. They must have a piece of paper (either a search warrant or a subpoena for records).

2) Seek legal counsel.

3) Talk to them—often warrants are broadly drafted and it may be possible for you to narrow down what they really want. Here’s another use for a good reference interview!

The FBI has already used these expanded powers to visit libraries and confiscate all the computers, including servers. If this happens to you, document what they have taken and get an estimated cost of equipment and software and bill them—they are obligated to provide you with reasonable compensation. 

For more information on the FBI in your library, go to http://www.ala.org/alaorg/oif/fbiinyourlibrary.html
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